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First to Respond™

Xangati b First to Respond
The Xangati® rapid problem identibcation (RPI) solution allows IT organizations to get to the heart of a core

problem quickly. It does so through an entirely novel methodology that puts primary focus on IP

endpoints (e.g. laptops, storage devices, servers,

mamgati

[ PDAs, etc.) and the applications they produce and

consume. By establishing individual probles for

each endpoint and every application, the Xangati

solution provides an extremely granular view of the infrastructure, collects all symptomatic issues that
endpoints and applications may be experiencing, and enables IT staff to rapidly sift through all of these
symptoms to precisely identify core problems. The result is that Xangati puts the IT organization in a position

to be First to Respond? rather than its end users.

SOLUTION FEATURES BENEFITS

¥ Proble hundreds of thousands of individual
endpoints and the applications they produce
and consume by subnet and time interval.

¥ Collect all symptomatic issues across the
entire infrastructure.

¥ Improve customer support by being aware of
problems from the endpoint experience.

Precision endpoint

¥ Rapidly blter through all symptoms and pinpoint
core problems in a silo-free fashion.

Core problem identibcation ¥ Improve IT staff efbciency and overall

employee productivity.

Auto-discover endpoints, topology, Achieve instant value during evaluation with
and applications minimal setup.

_ _ _ Minimize CAPEX and deployment costs without
Non-intrusive appliance the requirement of agents, probes, or system integration.
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Rapid Problem Identibcation (RPI) Software Architecture

Built into an appliance, Xangati has developed its patent-pending, RPI software architecture to enable IT

organizations to better understand the end-user experience. This architecture includes seven engines
(including a precision profiling engine). The first engine collects flow and packet information which allows the
other six engines, among other things, to establish identities and dynamic profiles for all IP endpoints and ap-
plications across the entire infrastructure. Endpoint profiles are defined by a combination of application, subnet,
and time interval used by that endpoint. These granular profiles are continuously matched against realtime data
to allow real-time discovery and alerting of symptoms and problems. And through the Xangati user interface,

all information is presented in an organizational context and allows rapid sifting through these symptoms to

identify the true core problem.
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Precision Probling EngineNthe Heart of the Xangati Solution

The precision probling engine establishes individual probles for each endpoint and every application, providing
an unprecedented granular view of the infrastructure. For every endpoint and application, the probling engine
dynamically establishes a unique proble measured in terms of these eight variables: packet rate, bit rate, burstiness
and interactions, endpoint afbnity, application afpnity, location afbnity and time afbnity. The precision probling
engine continuously learns to reRect the current behavior of a specibc endpoint or application and establish
real-time probles. When an endpoint or application acts outside of its proble, that uncharacteristic activity is

Ragged as a symptom and creates an alert. This proble granularity is unmatched by any other solution today.
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Data Collection
The Xangati solution collects NetFlow, sFlow, cFlow, and packets from relevant internetworking devices across
the LAN and WAN.

Auto-discovery of Endpoints
The Xangati solution automatically discovers all of the IP endpoints in the infrastructure through Row information.
In most cases it will bnd 25 B 50% more IP-enabled devices on the network than predicted by our customers.

Auto-discovery of Topology

Leveraging SNMP information, the entire network topology is automatically mapped into the Xangati solution
providing a list of all of the associated subnets it supports. From there, the Xangati solution can automatically
map the IP address that it has identibed to their appropriate subnets.

Auto-discovery of Applications

As applications (sanctioned and unsanctioned) are consumed and produced by endpoints, the Xangati solution
automatically discovers and dynamically probles each applicationNwhether it is registered with IANA, a proprietary
in-house application, or obscures itself behind port 80 or via encryption.

Identity Mapping

There are two levels of mapping when gathering the identity to each IP endpoint. First, the system maps the IP
address to the internal DNS name. And second, it maps the DNS name to the user identity using LDAP (e.g.
Active Directory). For devices with non-general purpose operating systems, Xangati is able to determine device
specibcs from MAC addresses.

Precision Probling

The Xangati solution establishes individual probles for each endpoint and every application, providing an
unprecedented granular view of the infrastructure. For hundreds of thousands of endpoints, the probling engine
dynamically establishes a unique proble measured in terms of these eight variables: packet rate, bit rate,
burstiness, interactions, endpoint afbnity, application afpnity, location afPnity and time afPnity. Each proble is
continuously updated in real time to ref3ect the current behavior of that specibc endpoint or application.

Alerts on Symptoms and Problems

When an endpoint goes outside of its proble due to hyper- or hypo-activity, alerts are displayed in the user
interface. For specibc endpoints or applications that go outside of their proble, emails can be sent notifying
multiple IT personnel.




Core Problem Identibcation
Once all of the symptoms have been collected, the core problem can be identibed by Pltering the information
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through the Xangati user interface by time, application, or location.

Instant Playback and Reporting

All symptoms and problems can be replayed with an instant playback feature allowing net ops personnel to
see, in detail, the problem. Reporting is available on all symptoms and problems in graphical and textual

formats for up to three months.
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Non-Intrusive Deployment

The Xangati appliance is extremely simple to deploy,
is cost-effective, and often shows value to our
customers during the evaluation stage. The appliance
simply plugs into an available network port and is
considered just another endpoint in the infrastructure.
Once it is connected to the network, it can start
collecting Bow information (without the need for
probes or agents); start the auto-discovery process
of endpoints, network topology, and applications;

and establish the individual probles for hundreds of thousands of endpoints. By eliminating the need to rely on
probes and agents to collect this information, costs are drastically reduced in CAPEX, installation, and implementation.
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Xangati User Interface

The user interface allows IT organizations to quickly
plter through all of the symptoms that endpoints are
experiencing to identify the core problem. For
example, if an extremely large Ple upload is taking
place at a remote location that is causing other
endpoints to act sluggish, the user interface can show
you which remote ofbce is experiencing problems,
which endpoints are acting outside of their probles,
and the correlation between them. The hypoactive
endpoints (shown in blue) and the hyperactive

endpoint (shown in red) quickly allow IT staff to determine which endpoint is the core problem.
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Specibcations

Endpoint Capability 3,000 10,000 100,000

Server One Dual-Core CPU One Dual-Core CPU Two Dual-Core CPU
(2.33Ghz) (2.66Ghz) (3.0Ghz)

Memory 2G 4G 8G

Processor 1333 Mhz frontside-bus

Storage 330G Data and 146G OS

Software Platform Hardened RH LINUX 7.3 with enhanced 2.4.30 kernel

Dimensions 3.50 (89mm) height x 16.80 (428mm) width x 25.50 (648mm) depth

Weight 50 Ibs. (22.7kg)

Power Consumption 700W AC power supply w/ PFC; AC Voltage 100-240V, 60-50Hz, 10-4 Amp

Summary

Xangati is the brst rapid problem identibcation solution built for today©complex infrastructures by putting the
focus on IP endpoints and applications at a highly granular level. With its patent-pending rapid problem
identibcation software architecture, it is the only system that establishes individual probles for each endpoint
and every application, updates those probles in real time, and understands all uncharacteristic behavior of
endpoints and applications by location and time necessary to identify core problems. With Xangati, IT groups
can transcend within their organization by rapidly identifying problems, by achieving departmental efpciency,

and by improving overall employee productivity.

Be First to Respond2N not your users.
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